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Managing Technological Vulnerability of Urban
Dwellers: Analysis, Trends, and Solutions

Lindsay J. Robertson , Albert Munoz , and Katina Michael , Senior Member, IEEE

Abstract—Urban dwellers are increasingly dependent on
technological systems to supply goods and services essential
for their way of life. Such dependence incurs vulnerability in
situations when these goods and services are not available. The
systems supplying these essentials are known to have many loci
of failure. We consider the exposure of a technological system
in terms of the number and type of loci of failure and present
this as a metric of urban dweller vulnerability. Such a metric
captures the vulnerability to the nonavailability of the specific
goods or services provided by a particular technological system.
By selecting from goods and services commonly required, this
article identifies a representative range of essential goods and
services provided to urban-dwelling individuals by technologi-
cal systems, and examines the nature and extent of exposure
associated with each system. Based upon the descriptions of
these technological systems, this article classifies the contribu-
tors to each technological system’s exposure into a small number
of categories. The analysis allows the inference of generalized
approaches for reducing each category of exposure, and hence
vulnerability. Thus, a theory of exposure can be used to inform
engineering management approaches applicable to end-user vul-
nerability reduction, and to identify the feasibility of less exposed
technological systems.

Index Terms—Exposure, personal security, risk, technology,
vulnerability.

I. INTRODUCTION

A. Technological Dependence

THE PERSON living in a city apartment is generally not
practically able to gather firewood and use it for cook-

ing; he/she depends on a capability to purchase processed
food and has little or no land for practical waste disposal.
With the development of greater diversity in geographic, eco-
nomic, and social categories, comes greater diversity in each
group’s vulnerability to system failures. The persons living in
a high-density urban setting are no exception, as they subsist
under the regulatory constraints typical of a modern city. The
urban dweller in a typical small city is specifically dependent
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on technological systems to provide goods and services that
enable their way of life. Such an urban dweller is, therefore,
vulnerable to the nonavailability of these goods and services,
and is exposed to the possibility of failure of the systems that
progressively create and distribute even such basic services as
sewage removal and water supply.

The principle [1] that “solutions breed new problems”
may be seen as paradoxical. New processes intended to
resolve prior vulnerabilities now increase our vulnerability
are those which historically have increased the wellbeing of
so many. For example, Norman Borlaug’s revolutionizing of
agriculture [2] allowed billions to be fed where previous meth-
ods would have failed to do so. Similarly, James Watt’s [3]
translation of science into practical power from fossil fuel,
and Henry Ford’s [4] innovations that brought motor vehi-
cles within the economic means of most, and the combined
innovations of IT hardware and the Internet have brought
a wealth of information and communication options. Yet, these
advances create situations where urban dwellers are vulner-
able to last-mile communication and power supply failures,
work capabilities, access to essential foods, medical supplies,
sources of water, sewage disposal, etc.

B. Risk, Exposure, and Vulnerability

Risk analysis, which categorizes hazard-probability (i.e.,
outcome-severity list items) is considered a mature disciple
and is undoubtedly useful, but suffers from some shortcom-
ings. One such example is the reliance on assignments of
hazard probability. Particularly within homogeneous systems,
sophisticated approaches to calculating the propagation of
component risks and their effect on system risk [5], [6] have
been proposed, but also depend on the input values of “risk.”
Even where historical data can inform such indices the data is
by definition not predictive, and for many situations real
historical data is unavailable.

We have instead assessed the vulnerability presented by
a technological system, noting that components of any spe-
cific technological system inevitably represent weaknesses that
are exposed to threats that can potentially cause technolog-
ical systems failure. Such failures result in the nondelivery
of goods or services as designed. Any threat to a techno-
logical system is only significant if it aligns with a specific
weakness of that system, conversely, every weakness can
potentially be targeted by a range of threats. Thus, the con-
figuration of a technological system’s weaknesses determines
its “exposure.” Some threats may have statistical probabilities
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but these will approach a value of 1.0 over long timeframes,
and intelligently (mis)guided threats must be considered to
always have a probability of 1.0. These observations suggest
that the configuration of a technological system and its weak-
nesses are actually the most important factor in determining
the vulnerability that it incurs for users of its outputs, and
must be considered independently of the reliability of com-
ponents or any assessment of the probability of some specific
hazard’s occurrence.

If a service-level output from a technological system is
defined, it is possible to describe the complete system’s out-
put as a Boolean value and it is possible to derive that
value from a Boolean expression that models process and
stream availabilities as Boolean values, and thus represents
the complete system. Within such an expression, AND func-
tions describe cases where an intermediate stream is generated
when input streams and functional processes are available.
Correspondingly, OR functions describe cases where alterna-
tive processes or streams can supply the required functionality.
A truth table representation of all cases where single failures
cause output failure to be constructed, and similarly allows
a summation of the number of cases where dual failures cause
output failure, etc. These summations can be represented in
the form {E1, E2, E3, . . .}, where E1 is the number of cases
where a single stream or process failure will cause output
failure, E2 is the number of cases where two failures (neither
contributing to E1) will cause output failure, etc. The metric
{E1, E2, E3, . . .} has previously [7] been shown to be a rep-
resentation of the exposure of the technological system from
which it is derived, and a valid measure of the vulnerability
imposed on the user. It has been proposed [8] that whenever
a system is sufficiently complex, failure is inevitable. However,
a quantitative approach that is directly mapped to the system
under consideration offers opportunities for both identifying
and evaluating potential improvements.

The direct system mapping allows both peer review, and
an objective assessment of completeness that contribute con-
fidence of reproducibility. This definition of exposure is,
therefore, a more finely grained and quantitative approach
to the common concept of exposure as proposed by [9] and
others. While an exposure metric is calculated for a specific
technological system supplying a single individual, the metric
also applies to every individual supplied by that technological
system. Noting the human value of the security, and also the
large and increasing population who are dependent on tech-
nological systems is valuable to quantify levels of individual
vulnerability.

C. Value of Vulnerability Reduction in Managing Innovations

Currently, 50% of the world’s total population lives in
urban contexts, and is projected to rise to 75% by 2050 [10].
Others live in vastly different (rural/village) situations and their
circumstances generate both opportunities for reduced vulnera-
bility, and paradoxically cases where they are more vulnerable
than urban dwellers. This article considers only the urban
dwellers and primarily assumes a western-style city, noting

that this type of settlement is both a large, and increasing seg-
ment of the world’s total population. For those in such urban
environments, a way of life depends on technological systems,
and value will be placed on the security of that way of life.
It is thus valuable to consider the technological vulnerabilities
of representative cases, and to question whether generalized
approaches to the reduction of technological vulnerability are
possible and feasible. In this way, we propose that those tasked
with managing innovations and critical engineering systems,
consider from the outset how the systems they are creating
hold up in terms of risk(s) to society. Once widely deployed,
it becomes very difficult to make changes to system exposures
that influence end-user vulnerability. Consider, for example,
a point-of-sale (POS) terminal that has been created to pro-
vide end users with convenience in paying for a good without
cash. If those terminals have been deployed to thousands of
merchants, relying solely on electricity, then without power
the units become inoperable. In such an example, redundant
power sources could have been considered from the outset.

This article addresses vulnerabilities to urban dweller’s way
of life through engineering management, technology systems,
and the reduction of end-user vulnerability. Controlling expo-
sure of systems at the design stage reduces end-users’ vulner-
ability. It is acknowledged that technological failures affecting
the target group may also affect other groups, and categories
of technological failures have the potential to represent a threat
to all life but the examination of such “existential threats” is
outside the scope of this article.

II. METHODOLOGY

A. Analysis of Exposure of Selected Technological Systems

This article considers the analysis, trends, and solutions to
technological vulnerabilities. In order to draw any conclusions
regarding the overall technological vulnerability of an “urban
dweller,” analysis of actual technological systems supplying
essential goods/services to such a dweller is required. Only
essential services are considered, and we propose simply that
the supply of a type of good or service may be considered
“essential” if significant and unplanned lifestyle changes will
be required in response to a nonavailability. This definition
also avoids any requirement to rank the significance of systems
or examples. An urban dweller may be expected to use a sig-
nificant variety of specific essential goods and services over an
extended period, however, we observe that many of these spe-
cific requirements differ only in the detail of the technological
systems used to deliver them—and that common subsystems
(such as water and power supplies) contribute to the supply
of many specific goods or services.

An initial candidate list of essential goods or services
was developed by reviewing the activities of a city apart-
ment dweller over a period of weeks and observing
whether a lack would cause significant lifestyle change. An
inspection allowed items within this candidate list to be
grouped based on the similarity of the technological systems
required and further inspection allowed these to be asso-
ciated with groupings, such as “services that accumulated
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feedstock from many sources and locally processed” or “cen-
tral goods creation followed by widespread dissemination”
or “person to person communications requiring common
intelligibility.”

From these categorizations, previous work [11] allowed
the identification of a number of technological systems that
are representative of the goods and services essential to the
lifestyle of typical urban dwellers. For each, implementations
within several cities were researched using publicly available
information. Our review of technological systems used to sup-
ply the selected goods or services across several cities, showed
that although systems were not identical, there was a high level
of commonality and thus it was possible to examine the tech-
nological systems that typically supply each of these goods
or services, and the nature and extent of exposure associated
with each is identified and described. The scope of exam-
ples, the inclusion of common subsystems, and the number of
other specific systems that bear close similarity to the studied
examples, are sufficiently broad and representative to provide
the foundation for identification of categories of vulnerability,
and ultimately for the proposal of generic approaches to the
reduction of vulnerability.

B. Validity of Example Analysis

The technological system descriptions are considered for
a timeframe within which neither maintenance nor compo-
nent replacement is needed (i.e., an “operational timeframe”).
In longer timeframes, it would be necessary to consider
the situations where technological systems require mainte-
nance, and hence require not only replacement parts but
also personnel capable of installation and recommissioning.
In yet longer timeframes, we must also consider the case
of technological subsystems reaching the end of their oper-
ational life and requiring replacement. Replacement includes
the sourcing of basic materials, the availability of designs,
manufacture of parts, skilled assembly, and recommissioning
tasks.

Maintenance needs are typically more extensive than oper-
ational needs and remanufacture of operational subsystems
incurs many more operations than those associated with opera-
tional timeframes. Nevertheless, maintenance and replacement
timeframes are also generally longer than operational time-
frames and options for their management. Even for complex
systems, it is commonly observed that the time required to
establish manufacturing facilities for replacement systems is
less than the expected time to failure for the systems. Buffering
(of maintenance and replacement subsystems does not reduce
the maintenance or replacement timeframe exposures to deple-
tion of essential basic resources (environmental and raw
materials issues), nor to skilled personnel, nor to the existence
of information required. This issue has been explored in more
detail by others [12]. The analyses have intentionally selected
cases that span a range of end-user needs and technological
system types. Collectively, these are considered to illustrate
a broad span of need-types for a representative urban user.
Each of the example technological systems include distinctive

features that contribute to the user’s vulnerability. The inves-
tigation has highlighted a range of specific system exposure
points.

C. Identification of Categories of Vulnerability

The cases described in this article are considered repre-
sentative of a large number of specific goods and services
commonly supplied to individuals, but will vary in detail.
While the reduction in the vulnerability of any one techno-
logical system is valuable, qualitatively higher value can be
targeted if specific categories of vulnerability can be identified,
described, and associated with generic reduction approaches.
In the process of reviewing the specific contributors to expo-
sure for each of the cases, we assigned functional descriptions
to each system, subsystem and major component (e.g., high-
value, small volume goods, created centrally and distributed
or complex-but-widely available components). The functional
descriptions allowed grouping and categorization of vulnera-
bilities and has suggested that a limited range of categories can
indeed be identified and thus generic approaches to reduced
vulnerability can be proposed.

III. CASE DESCRIPTIONS AND WALKTHROUGHS

To consider levels of technological vulnerability and options
for reduction, it is first necessary to identify and analyze tech-
nological systems commonly used in the supply of a range
of essential goods and services. We present examples across
a spectrum of high and low-tech systems, related to multiple
levels of the Maslow [13] hierarchy of needs, and encompass-
ing technology systems that include aggregation, processing,
and distribution functions. This selection illustrates exposure
levels and characteristics across a broad range of systems.
Specifically, the selected examples cover the provision of com-
mon needs (e.g., food), health-related issues (e.g., sewage
disposal and medicine), energy/transport, and the information
communication. While only summary detail is provided for
each, system descriptions allow the categorization of exposures
and technological configuration contributions to vulnerability.

A. Sewage Disposal

Without a working sewage disposal system, an apartment
becomes effectively uninhabitable, and public health conse-
quences beyond the apartment will manifest within a short
period (though the consequences for the sewage system oper-
ator may be much smaller). For this example, the service is the
sanitary removal of human waste, on an “as required basis,”
via the lavatory installed in a multistory apartment (a typical
urban setting) and resulting in the discharge of environmen-
tally acceptable water to waterways, and of solid waste of
environmentally acceptable specifications to landfill. As with
many subsystems close to the point of end user, apartment
subsystems contribute significantly to the E1 value, represent-
ing single points of failure. The gravity-fed sewage pipework
and pumping system makes smaller contributions to the E1
and E2 values. The sewage treatment plant includes multiple
operations that cannot be bypassed without affecting the pur-
pose of the system (e.g., the discharge of acceptable quality
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waste) and hence a major contributor to the numerical expo-
sure of the sewage system is the multiple sequential stages
of treatment needed to transform the sewage into streams that
can be discharged without environmental damage.

B. Work Information

The storage and transmission of information generally are
foundational to civilization, the recording of medical, vet-
erinary and agricultural knowledge, teaching of engineering,
recording of contracts and commitments, recording of fam-
ily history information, cartography, cultural records, and
chemical information is essential. This example considers
a requirement to store and retrieve, view, edit, and share
information in the context of daily work. The definition of
service delivery for this example implies that the complex
information is able to be read, seen, and updated by more
than one party, before being read by the intended recipient.
This example assumes the use of two local workstation oper-
ations, and an Internet connection between them. The Internet
system includes the routers, power supplies, and fiber connec-
tions to regional peering points, routers power supplies, and
connections to acceptable access points, with power supplies,
signal boosters, and shielding systems. The operations local to
both of the end-users contribute significantly to the E1 value.
Contributors include the power supply to two computers and
routers, data wiring via the telephone system, and to two local
Internet points of presence (POPs) and power supply wiring
to the local substation.

C. Local Fuel Supply

Users have limited capability to store, and no practical
means to manufacture fuel, yet distances and loads required
for commuting and acquiring goods are commonly beyond
reasonable walking/carrying capabilities. For this example,
the service is the supply of petrol into a user’s vehicle, at
a staffed petrol station. The service considers the operation of
the dispensing pumps, local fuel storage tanks, metering, and
transactional services, the refilling of the underground tanks
from fuel stored in national-reserves and the production from
crude sources of those national reserves. The supply of bulk
fuel is assumed to be available from only one source. The sta-
tion is unlikely to have duplicated power feeders from the
nearest substation. The local substation will probably have
at least dual in-feeds from the national grid and so there
is no need to consider power supply security beyond that
point. The assumption is made that an electronic payment
system is used, requiring communication between the seller’s
EFTPOS terminal and the acquirer’s bank, then with the pur-
chaser’s bank and finally a transfer to the merchant’s bank.
Each monetary transaction process requires hardware, soft-
ware, and power supplies. Intermediate communications are
via Internet services. A staffed station is assumed and hence
staff facilities, including sewage and water supply are required.
The systems at the forecourt make a significant contribution to
the total exposure, it is useful to note that metering and con-
trol systems for pumps contribute as well as the actual pumps.
The financial transaction system, i.e., EFTPOS and banking,

affect all examples that rely on a retailer to consumer trans-
action and is a major contributor of E values. Road transport
uses vehicles that are commonly available, and hence actu-
ally contribute little to En values for which n is close to 1.
A staffed petrol station cannot, however, be operated with-
out staff present; this incurs a vulnerability of nonavailability
because staff facilities (sewage disposal, provision of water,
and lighting) are unavailable. Staff facilities are a major con-
tribution to the total exposure that the complete system incurs
for the end user.

D. Targeted First Aid

Acute medical issues can arise at any time, and for many
examples, simple actions make the difference between life and
death. The specific service in this example is the correct appli-
cation of first aid for treating acute choking, i.e., the foreign
body blockage of the airway. The remedy for acute choking
is the “Heimlich maneuver” [14]. Assuming that the end user
does not have significant first-aid training, the user is reliant on
a technological approach to get the “service,” i.e., the diagnosis
and treatment information required. The diagnosis of choking
is not difficult though it may not be trivial either. The Heimlich
maneuver is simple to perform, but is it not intuitively obvious.
The first-aid provider must, therefore, communicate symptoms
and undertake the action that is described by a remote expert
(human or machine).

The provision of the first-aid advice depends critically on
the availability of a knowledge base that has the capability
to understand symptoms, and to identify and describe recom-
mended actions in a form and timeliness to allow a remedy.
The representative example system uses an Internet-connected
PC to access a remote diagnostic and advisory system. The
local PC and last-mile communications contribute exposure as
does the remote diagnostic and advisory system. The Internet
communications subsystems (up to and including peering
points) are as described in the work information example,
however, since a national diagnostic and advisory system
is assumed, the undersea cables make no contribution to
exposure. Because the example proposes an Internet-mediated
communication, the analysis shows that the end user is vul-
nerable to the nonavailability of the Internet. The first aider
is also vulnerable to a failure of the consultant system,
whether human or artificial, which generates the diagnosis and
recommends treatment.

E. Perishable Food

Many staple foods including fresh milk, have short shelf
lives and are too bulky to allow significant storage. The capa-
bility to acquire supplies on a regular basis is essential to
an urban dweller’s lifestyle. The service for this example, is
the supply of fresh milk. The example considers the availabil-
ity of a consumer container of acceptable quality milk, in the
refrigerator of the user’s apartment. In this context, the service
equates to a product in the user’s refrigerator, and contributors
to exposure include the apartment power supply and access to
the apartment, user storage, user transport, retail transaction
processing, the retailer system, retailer staff facilities, and bulk
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transport to the retail facility, raw milk processing, and the
raw milk collection system. This example must consider the
aggregation, processing, transport, and retailing of milk. Since
a large number of farms produce the raw material and a large
number of tankers are capable of farm-collection, it is rea-
sonable to consider that example scope beyond the processing
plant’s reception area is adequately duplicated. An EFTPOS
transaction, as previously described, is assumed to be required
at the retail outlet. Specifically, this analysis shows that the
end user is vulnerable to the failure of the financial transac-
tion system (e.g., EFTPOS) and that in turn is vulnerable to
failures of the Internet communication system. For a short
shelf-life product, dependence on a single centralized pro-
cessing facility incurs particular vulnerability to the end user.
Transport systems have high levels of design redundancy and
therefore incur minimal vulnerability. In addition to the vul-
nerabilities associated with the transactional facility, the retail
facility’s dependence on staff, and hence staff facilities, incurs
significant vulnerabilities for the end user.

F. Essential Specific Medicine

For many conditions including asthma, a supply of medicine
allows a person to function normally, and conversely a lack of
medication will require hospitalization and cessation of nor-
mal lifestyle. The service, in this case, is the supply of an
essential medicine. The medicine selected is Salbutamol sul-
phate, marketed as “Ventolin.” The service will be considered
to have been delivered when a fully charged Ventolin metered-
dose-inhaler (MDI) is acquired by a user. The user acquires
a workable MDI using a financial transaction and prescribing
permission (an EFTPOS transaction is assumed). MDI fill-
ing, packaging, and distribution systems create the MDI using
a filling with an active ingredient formulation, pressurization
with propellant, assembly of the metering valve and sealing of
the completed unit, testing and packaging, and shipping and
distribution chains. The manufacture and filling of MDI con-
tainers have the following components: the container, metering
valve, and actuator (plastic mouthpiece/holder). The container
is manufactured by taking an aluminum sheet and using an
electrohydraulic deep-drawing press to create the container.
The metering valve is created using the perforated actuation
tube that releases the dose when depressed and allows loading
of another dose of propellant plus the active ingredient when
released from depression.

This would normally be formed using an electrically oper-
ated CNC lathe, from an aluminum or plastic tube stock.
The metered-dose chamber is formed by a deep-drawing
operation. The container and cap are each formed by a com-
mon electrically operated pressure-injection process using
a thermoplastic. The metering valve is assembled using com-
mon semi-automated processes. The MDI active ingredient
(Salbutamol sulphate) is synthesized [15] from raw feedstock
materials that are available from a large number of sources. It
is tested, diluted and distributed for the filling operations. The
analysis shows that the end user is vulnerable to the avail-
ability of the financial transaction system, which in turn is
vulnerable to the availability of the Internet system. As noted

previously, the transport system has high levels of design
redundancy and so incurs little vulnerability. The manufac-
ture of the MDI canister also incurs limited vulnerability, but
the local filling operations do incur notable vulnerability and
the centralized synthesis of the active ingredient also incurs
significant vulnerability.

IV. RESULTS

A. Current Technological Vulnerabilities and Trends

The dependence of urban dwellers upon technological
systems has been noted, and we have shown that the number
and nature of weaknesses in any such system is a measure of
the vulnerability imposed on each end user. Examination of
the example studies have shown that technological systems’
contribution to end-user vulnerability is considerable, and
can be classified within a small number of categories that
each have distinctive aspects. The distinctive categories of
exposure suggest distinctive but generalizable approaches to
reductions in exposure. As well as currently practical options,
the analysis has also allowed the identification of tech-
nological capabilities such as power storage that are not
yet feasible but would contribute significantly to exposure
reduction.

Since the first industrial revolution, urban dwellers’ depen-
dence upon, and hence vulnerability to technological systems
have steadily increased. These systems have been historically
capable of supplying basic needs, however, in response to
the growth of urban populations, these essential technological
systems have grown in scale, complexity, and interconnected-
ness. Since the degree of urbanization is projected to increase,
as is the total population, these trends are likely to cause fur-
ther increases in the exposure of the technological systems
serving urban dwellers. Both the examples, and the projected
trends add quantitative evidence to support intuitively held
concerns for personal security at present and in a projected
future.

B. Exposure Categories

The contributors to each technological system’s exposure
may be grouped into a small number of categories and the gen-
eralizable features of each category are described in detail. For
each category of exposure, this article develops generalized
approaches for reducing the exposure of existing or planned
system and hence the vulnerability imposed upon the end user.
Results from these analyses will be shown to demonstrate that
the theory of exposure can be used to develop broadly appli-
cable and practical approaches to the reduction of end-user
vulnerability, and also suggests the feasibility of less exposed
technological systems. An analysis of the systems’ vulnerabil-
ities, using the principles of qualitative classification [16] con-
firms that the exposure points/vulnerabilities can be grouped
in a small number of categories. This analysis is signifi-
cant, since without a categorization, the numbers of possible
solutions would be unbounded; with a useful categorization
a generalization of results is possible.

1) Initial Resource Availability: All technological systems
producing goods and services for users ultimately depend upon
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raw materials and viable environmental conditions. Where raw
materials cease to become available, or environmental condi-
tions change permanently, services to users will inevitably fail.
Raw material supplies and acceptable environmental condi-
tions must, therefore, be identified [17] as sources of exposure
and hence vulnerability to users. Many authors, of whom [18]
is but one example, have identified major environmental fail-
ure as an “existential risk,” potentially affecting the totality of
life on Earth [18], extending to a scope much wider than that
which is addressed in this article.

2) Single Points of Failure: All single points-of-
failure (SPOF) contribute to E1 values and so make a primary
contribution to the user’s vulnerability. We find three subcat-
egories of SPOF. The first is where delivery of services to
users involves some processes immediately adjacent to the
user, known as “last-mile” services in the telecommunications
field. The second subcategory of SPOF is illustrated by con-
sidering a small rural town whose EFTPOS, landline phone
service, cell-phone service, and Internet connection have
all been progressively migrated to data services, carried by
a single fiber-optic cable and thus have inadvertently created
an SPOF. The third is where a particular failure will inevitably
cause failure of other components that are not functionally
connected—a cascading failure. The last-mile subcategory of
SPOF, justifies always including the final delivery to users
within the consideration of technological systems: the analysis
of specific technological systems’ exposure allows the iden-
tification of inadvertent SPOF’s, and a rigorous analysis of
subsystem processes should identify potentials for cascading
failures.

3) Complex Unit Operations: We refer to the descriptor
“complex” as a characteristic of a process whose internal
operation is practically unknowable to the user and cannot
realistically be repaired by the user. In examples, such as the
work information and the first aid examples, personal com-
puters, routers, and related equipment are used. Users will not
have deep insight into the operation of the CPU, memory, or
interface circuitry of their PC and fewer still would have sig-
nificant capability to diagnose faults and carry out repairs. It is
also possible to consider situations where a critical application
has been compiled from an outdated programming language
and runs on a computer for which no spare hardware is avail-
able. Another example might consider critical information held
on a very old storage medium [19]. These examples illustrate
three categories of complex processes: in the first case, while
the inner workings of a PC may be exceedingly complex,
the format of incoming data (TCP/IP packets) and protocols
(WWW, e-mail, etc.) are in the public domain and so it is
not only possible but also practical for alternative machines to
offer the same services. In the second case, assuming the func-
tional specifications of the application processes are known,
the application can be recorded (and fully documented) using
a language for which larger numbers of maintenance program-
mers exist, and on a more common platform. The third case of
data encoded on old storage medium, illustrates a subcategory
where the internal details of the storage are proprietary (not in
public domain), alternative equipment is unavailable, and cre-
ation of replica equipment for reading the data is probably

impractical, leading some authors [20] to express fears of
a “digital dark age.”

4) Lack of Buffering: For the Salbutamol example, it is
both possible and practical to provide buffer stocks of active
ingredients, dilutants, and MDI components at various points
in the process. Perishable food supplies and sewage evacu-
ation are examples where buffering of streams is possible,
though with perhaps limited practicality. All processes involv-
ing uses of 230VAC or 110VAC will fail immediately if
the power supply fails; this is a case where the practi-
cal and economic lack of a technological capacity to store
buffer quantities of a stream (i.e., electrical energy) is not
currently possible and such supplies always contribute to
exposure.

5) Highly Centralized Processes: The evacuation and treat-
ment of sewage requires a network of pipes and pumps to
collect sewage and deliver it to the treatment station. This is
an example of a centralized system that is large but techno-
logically simple. Other examples of large centralized systems
include financial transaction systems [21], and the interna-
tional data transmission systems of undersea fiber-optic cables.
These highly centralized systems offer services upon which
the user depends, yet for which the user has few alternative
sources. Such systems tend to be monopolies and are com-
monly controlled by entities that have little if any obligation
to provide service or to negotiate terms acceptable to individ-
ual users. These characteristics of highly centralized systems
cause significant contributions to the user’s vulnerability.

6) Contributory Systems: Whenever a system is made
dependent upon another, the contributory system’s exposures
are reflected in the total exposure to the user. In the first
aid example, the user of an Internet diagnostic and advi-
sory approach causes the full exposure values of the Internet,
including local PC and last-mile services, to be contributed to
the end-user’s vulnerability. Payments that are only possible
via online banking or via EFTPOS facilities similarly accrue
the larger exposure values of those systems. Some subcate-
gories can be distinguished; the use of the Internet in the work
information example is difficult to avoid, however, cash pay-
ments are technically feasible for local services and EFTPOS
is not technically necessary. For the sewage treatment exam-
ple, remote operation of pumps may be efficient, but it is quite
feasible to include “local/manual” control provisions allowing
operator intervention if the remote control is unavailable or
undesirable. For the first aid example, a paper first-aid man-
ual is eminently practical, as is the local electronic storage of
reference information.

7) Practical Unavailability: We may consider the hypo-
thetical case where a user wishes to communicate sensitive
information, but only has access to one data transmission
facility that is known to be under surveillance. Although
technically operational, the inevitable absence of privacy asso-
ciated with the data transmission facility, in this hypothetical
case, has made the facility practically unavailable. For techno-
logical systems that are highly centralized and near-monopoly,
practical unavailability is a significant possibility.

Table I identifies examples to which each exposure category
is particularly applicable.
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TABLE I
CATEGORIES OF EXPOSURE AND EXAMPLE APPLICABILITY

Category Significant example applicability 

Initial resource availability Fuel supply. Food. Fuel. 
Single points of failure (SPOF) Fuel.  First-aid.  Sewage.
Complex unit operations Work info. First-aid.  Fuel. 
Lack of buffering Medicine.  Sewage.  Fuel Food. 
Highly centralised processes Work. First-aid, All financial 

transaction. Sewage. 
Large contributory systems Fuel. First-aid. Work info. 
Practical availability Work info.  All financial transactions. 

C. Trends of Exposure Level and Nature

An inspection of the examples allows reflection on the
historical processes that have led to the current technologi-
cal approaches, and also allows speculation on the possible
future directions for the supply of these and similar goods
and services. The technological systems described have arrived
at their current configurations after progressive development
arising from a range of drivers, rather than a single design
step. It is important to describe and distinguish these drivers,
since any realistic proposal for change needs to address
them.

Several drivers can be discerned, and more than one driver
may contribute to the current approach to a particular techno-
logical system.

1) Minimum Capital Investment: For subsystems, such as
an undersea fiber-optic cable, or a microprocessor fabrication
plant, it could be argued that there is a minimum level of capi-
tal investment required to implement some moderately current
capability. That level is likely to be vastly above what can be
considered by an individual, and hence will only be under-
taken by a corporate that envisages a competitive return on
investment (ROI).

2) Compliance/Regulatory Requirements: Sewage treat-
ment and the provision of potable water have been one of
the most tangible contributions of professional engineering to
the average lifespan of humanity. Both have evolved to the
point where their outputs (treated waste in one case, drinking
water in the other) are obliged to comply with internationally
accepted quality standards.

3) Economies of Scale: Economies of scale are evident in
many cases. At a large-city scale, a cogeneration system using
methane from the digestion of sewage is often found to be
economically viable, however, chemical and process engineers
have found that plant capital and operating costs commonly
rise at a rate equivalent to only about a 0.66 exponent of the
scale ratio [22] and so a household-scale version faces sig-
nificant hurdles. The scaling exponent for capital cost does,
however, vary significantly for differing technologies, and for
photovoltaic (PV) technologies small scales do not necessarily
face the same hurdles.

4) Necessity for Standardization and Interoperability:
We can observe cases in which designers of technologi-
cal systems have, for a range of reasons not necessarily
focused on end-user vulnerability, have acted to achieve a level
of standardization and interoperability. Prominent examples

are varied and include the standardization of motor fuel
(petrol and diesel) specifications, agreement on shipping con-
tainer dimensions and fittings [23], TCP/IP protocols [24] for
Internet data, and to a lesser extent, agreement on voltage
and frequency specifications for electric power. The agree-
ment (with the notable exception of one major country)
upon such fundamental issues as standard units of mea-
surement (SI), and chemical symbols and written charac-
ters (ASCII) are also notable. Even the limited standardization
of such mundane items as cell-phone charger plugs (micro-
USB) have contributed significantly to a decrease in end-user
vulnerability.

5) Specific Need for Breadth of Cover: Cases can be identi-
fied where the breadth of applicability is essential: in a global
marketplace the capability to complete a financial transac-
tion regardless of geography requires an acceptance of a unit
of value, and an assurance that a vendor (wherever located)
can actual gain useful credit from a remote purchaser. Such
requirements can be expressed in quite broad terms, but irre-
vocable transfer of value does imply a need for the breadth
of cover. Information search systems (major Internet search
engines) acquire value according to the breadth of resources
that are indexed. Reviewing the historical issues that have led
to current levels of exposure, it is possible to extrapolate these
trends and examine some factors that would either advance or
retard them.

6) Complex Proprietary Systems: Competitive pressures
will create tensions in large companies (e.g., manufacturers
of cellphones, PCs, and highly computerized cars) to use
increasingly complex, undocumented systems. The potential
consequences particularly for data storage, have been noted
by authors such as [25].

7) Depletion of Natural Resources: Increased dependence
on rare resources is an issue affects items as diverse as
genuine vanilla flavor, coffee beans, advanced CPU and
RAM chips and rare-Earth metals [26]. Trends involving
the depletion of natural resources have been extensively
reported elsewhere, fossil fuels are a particularly significant
example [27].

8) Centralization Due to Regulatory Pressures: A trend
to increase regulation of activities that affect others can be
discerned and is arguably an inevitable result of higher den-
sity living. The disposal of rubbish in a town rubbish dump
has become unacceptable and caused a transition to large,
carefully designed, and remote dumps. Small-scale wood-
burning appliances have come to be prohibited in many
locations.

9) Decreased Buffering Stocks: All stockpiles have capital
value, and the cost of capital has driven an increasing depen-
dence on just-in-time (JIT) supply chains and corresponding
lack of buffer stocks. Examples include international foods,
construction steel, and transport fuel.

10) Increase Contributory System Exposure Due to
Incorporation of Features: A trend to include requirements
for Internet connectivity in many systems is observed. This
trend adds large exposure associated with the contributory
system (Internet). Similarly, the trend to discourage the use
of cash in favor of electronic transactions inevitably adds



ROBERTSON et al.: MANAGING TECHNOLOGICAL VULNERABILITY OF URBAN DWELLERS: ANALYSIS, TRENDS, AND SOLUTIONS 55

enormous contributory system exposure to any case where
a financial transaction is required.

11) Practical Accessibility Issues: Commercial service
providers including Internet search and social media
services and also financial service institutions and public
services, are increasingly able to mandate terms and conditions
that are unacceptable to individuals. Where alternative services
are not available (i.e., no technological alternative exists), such
conditions make the service itself “practically unavailable” to
a user.

12) Increase Local Capability: We must also note that
some trends, including computing, 3-D printing, and solar
PV systems represent trends toward decreased exposure, by
bringing capabilities close to the point of need.

V. DISCUSSION AND CONCLUSION

A. Trends

For the specific grouping studied in this article, most trends
are toward increased exposure, inviting speculation that with-
out change, urban populations will approach a situation of
such high exposure that failures are almost inevitable. These
trends also invite speculation on what a low-exposure soci-
ety would look like, the possible pathways to such a state,
and the approaches available to decision makers that would
enable/facilitate exposure reductions.

B. Reduced Exposure: Principles and Approaches

The analysis of technological system vulnerabilities must
be set alongside the observation that a large and increas-
ing percentage of the population of Earth still seek levels
of security for their life-necessities, and hold intuitively per-
ceived concerns related to their vulnerability, while valuing
the goods and services to which they have access. A trend
toward higher exposure values and the associated loss of
personal security for such a large and rising percentage of
the world’s population, is a prospect that will not appeal
to the human values of the urban-dwelling portion of that
population.

1) Present Goal: The demonstrated exposures and their
trends are neither short-term nor narrow in scope, and so the
proposed approaches to exposure reduction are generalizable
and applicable to a broad range of issues. By defining expo-
sure in a way that allows quantitative comparison of alternative
solutions, we can realistically hope to minimize the solutions
breed new problems paradox [1].

2) Future Goals: In the future, we might consider the low-
est level of exposure that could be accepted and reasonably
aspired-to, assuming a functionality and level of sophis-
tication similar to present. Others [28] have previously
debated the level of risk that society is prepared to
take, and this issue has some similarities to the “accept”
principle of risk management [29]. A robust debate on
the level of acceptable exposure seems equally significant
and more likely to generate long term solutions in the
future.

Yet further in the future, we might ask, for a defined
level of acceptable exposure, “What is the smallest societal

unit-size that can achieve this?” Isaac [30] postulated a fic-
tional and tiny population of human beings, whose every need
was supplied by a technological system (intelligent robots),
and thus a society in whose citizens were effectively insu-
lated from any significant technological vulnerability. His
novels thus contemplated a society in which personal von-
Neumann machines [31] reduced individual exposure to a very
low figure. As the discussion of the possibility of a self-
sustaining Mars colony continues, this question assumes very
practical significance and appears to be a topic worthy of
significant future work. This article has focused on the iden-
tification of exposure/vulnerability and the simple feasibility
of reductions: the prioritization of exposure reduction efforts
and the managerial/governance and social issues associated
with significant change have not been considered within
the scope of this article, but would seem to justify future
research.

3) Principles: Common elements of the management of
risk [29] include avoidance, reduction, sharing, or retention:
the reduction of a system’s exposure primarily relates to the
“avoidance” (removing loci of weakness) aspect, however,
reducing all high exposure values (e.g., E1 and E2) to zero does
have similarities to the concept of risk sharing. We propose
that the analysis of exposure has generated significant insights
in addition to those which could have been obtained by risk
management approaches, and these insights, in turn, gener-
ate principles for decreased vulnerability. Table II describes
generalized approaches to each of the categories of
exposure. In addition to the general principles set out in
Table II, several very specific issues may be noted.

Exposure Due to Lack of Standardization of Information
Storage (Complex Unit Operation): A reduced exposure option
for the first aid example is the local storage of information.
Further examination of that alternative shows that while
character coding is standardized [32] the representation of
information on nonvolatile storage still contributes signifi-
cant exposure at present. The drive to higher data densities
on hard-disk platters and compression algorithms represents
a consumer boon, but a source of exposure. Others [20] have
noted this issue and have foreseen a digital dark ages as
a possible outcome. While no standardized long-life format
has been agreed, we may note that technologies, such as that
proposed for the “Rosetta disk” [33] and the “5-D data stor-
age” medium proposed by the University of Southampton [34]
are possible moves toward this goal.

Innovations With Potential to Decrease Highly Centralized
Operations: Innovations, such as 3-D printing [30], 5-axis
milling [36], “lab on a chip” [37], and general-purpose syn-
thesis equipment [38], all represent technologies that have
the potential to decentralize some capabilities. A domestic
3-D printer capable of creating a motor vehicle part has
markedly reduced the exposure associated with a remote
factory and international distribution system. The use of
cryptocurrencies based on blockchain technology [39] and
gold bullion are examples of decentralizing technologies.
Technologies such as the use of macro-algae [40], which
can produce crude liquid fuel on a scale only nominally
larger than the scale required by an individual apartment
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TABLE II
OPTIONS FOR REDUCTION OF EXPOSURE

Category of exposure General approach to reduced exposure 

Initial resource 
availability 

Public awareness of this exposure. 
Conservation of scarce resources.   
Development of alternative sources. 

Single points of 
failure (SPOF) 

Incorporation of design redundancy, with specific 
aim of reducing E1 (and possibly E2) to 0. 

Complex unit 
operations 

Public standards for input/outputs allows alternatives 
to emerge.   
For many complex unit operations, buffer stocks of 
the complex subsystems themselves is practical, and 
reduces exposure in the operational and maintenance 
timeframes.  
Secure escrow of design information would reduce 
specific examples of complex unit operation 
exposure. 

Lack of buffering For all high value, long-life goods the maintenance 
of buffer stocks is a practical measure.  Buffering 
should decrease the ratio between "mean time to 
restore supply" and "mean time to exhaust stock". 

Highly centralised 
processes 

Ensure non-centralised alternatives remain in 
operation. 
Provide standard specifications for process outputs 
to allow local duplication of services.  
Specific technologies that offer decentralising 
functionality.   

Large contributory 
systems 

Avoid system configurations in which local 
operations are dependent upon contributory systems.   
Design-in alternatives to mandatory contributory 
systems, which will reduce exposure at E1 levels. 

Practical availability Regulatory approaches to ensure service availability 
and preclude unreasonable access conditions.  
Consumer pressure to fund alternative access 
options, and to fund access on consumer’s terms. 

dweller, are also potential routes to decreases in exposure
for goods that are currently produced in highly centralized
systems.

Design Options to Avoid High Exposure From Contributory
Systems: Large subsystems may introduce very large num-
bers of contributory exposure points. For example, a design
that includes an Internet connection to an internal cardiac
defibrillator (ICD) inevitably creates an enormous contributory
exposure [7], since every Internet user and every Internet com-
ponent and protocol can potentially affect the operation of the
ICD. For services, efforts to decrease contributory exposure
levels press us toward a more decentralized technological
model. For goods (as opposed to services), centralized systems
also inevitably introduce significant contributory exposure lev-
els, which may, however, be mitigated by combinations of
buffering and standardization (allowing multiple alternative
suppliers). No communication technology with the capability
of the Internet exists at present, yet an Internet connection
represents a huge contributory exposure for any connected
system.

Avoidance of Exposure to Complex Unit Operations:
Although the detailed design of a modern CPU chip is
unlikely to ever be public and standardized, the combined
chipset/board, operating system, and application can be treated
as a unit provided only that the input and output formats
are standardized. Applying the general principle of public

I/O specifications, it may be noted that an open document
file (ODF) [41] has a standardized format and can be viewed
and edited by either a desktop PC running Windows on an Intel
chipset, or by Libreoffice running under Linux on a Raspberry
Pi, or common applications for Android, and thus the exposure
to the complex unit operation is reduced.

Avoidance of Practical Unavailability: Electronic finan-
cial transactions and Internet access carry a high possibil-
ity of “practical unavailability,” associated with their cen-
tralized nature and the range of systems dependent upon
them. Retaining the option of cash transactions/payments and
enabling the use of cryptocurrencies reduces the exposure
due to the practical unavailability for centralized electronic
financial transactions. Mandating privacy and accessibility, and
ensuring access to encryption will reduce exposure to practical
unavailability of Internet use.

C. Exposure Reduction Options

In response to the high and increasing levels of technolog-
ical exposure, this article has not only classified the nature
of current and projected technological exposure but also has
proposed generalizable approaches to reduction. The economic
practicality of exposure reductions is somewhat dependent on
the value assigned to security. However, many approaches are
practical in view of the economic costs and capabilities of the
individuals affected.

Bringing a technologically feasible project to fruition
requires practical approaches to social and political require-
ments. It is not within the scope of this article to develop
a comprehensive project plan for a reduced-exposure soci-
ety, but without evidence of feasibility any recommenda-
tions become mere curiosities. For some exposure reduc-
tion opportunities, barriers to uptake are minimal: there
is already widespread uptake of household PV capabili-
ties, and the availability of improved battery and control
systems are collectively enabling reduced dependence on
ac power distribution. Cellular phone and WiFi uptake are
similarly enabling change to the last-mile communications
landlines. For some other exposure reduction options, bar-
riers to change would require little more than a change
in the perception of values: large Internet player providers
of social media services rely on business models that sell
user data to retailers and data analytics companies. A revi-
sion of the value assigned to privacy could very simply
invert this model to one where users’ prefer to pay a small
fee for social media services, and regain control of their
privacy.

The topic addressed in this article faces an additional bar-
rier that is neither technological nor economic in nature.
A lack of precise and accepted definitions of such terms
as risk, “vulnerability,” “exposure,” “resilience,” “robust-
ness,” etc., hampers the clarification of issues and progress
toward solutions of them. For common terms in this
field, definitions that are explicit and nonoverlapping have
been proposed [42] and a set of clear and nonoverlap-
ping definitions will assist in clarifying discussion of this
field.
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D. Feasibility

This article describes a set of examples that illustrate sev-
eral categories of exposure, particularly applied to individuals.
By considering the categories of exposure, generalizable
approaches to reducing exposure have been developed, as well
as some specific applications to the examples. The techno-
logical feasibility of the general approaches to each category
of exposure will now be considered, without restriction to
the scope of the specific examples. Of the specific exem-
plar approaches to reducing exposure, we note that many are
already technically mature and require only to clear economic
hurdles and achieve either personal or organizational decisions
to implement. Other technologies, such as the 3-D printing
(with engineering materials), small-scale creation of sophisti-
cated materials, general-purpose chemical synthesis exist with
relatively low technological maturity [43] and in many cases
limited scope. The maturity of these technologies are however
advancing rapidly, and it is reasonable to consider their long
term effect on the individual’s vulnerability to technological
systems. Even when specific technological capabilities are not
currently available, it is useful to consider whether there are
fundamental issues that would limit reasonable expectations
that the capability will be achieved.

In the absence of fundamental difficulties, one might simply
ask what drivers would be required in order to provide a rea-
sonable expectation of successful development. We may note,
as an example, that a group of Australian high-school students
demonstrated the ability to synthesize Daraprim [44]. The
specific examples analyzed in this article have also revealed
a number of causes of exposure that can be categorized as cur-
rent technological gaps; this identification is considered inher-
ently useful. When considering technological capability gaps,
it seems important to determine whether these current gaps are
the result of some fundamental limitation or whether there is
evidence that they are intractable. Perhaps the most significant
capability gap at present is that while battery systems capa-
ble of storing significant amounts of electrical energy have
been assembled, there is currently no commercially viable
technology that can store MegaWatt-hours (MWh) of elec-
trical energy in a practical and economical way, and while
no fundamental issues appear to make such a goal impos-
sible, neither economic drivers, nor R&D efforts over many
years, have commercialized this capability. It does seem likely
that Shannon’s law and square-law issues will limit free-field
communication rates [45], however, there does not appear
to be any fundamental barrier to a low-rate decentralized
communication system.

Mass production philosophy has commonly assumed that
a piece of machinery (e.g., equipment to machine an engine
block for a vehicle motor) is expensive and can do only one
thing, so the machinery must do that one thing very many
times to justify its cost. This basic philosophy is challenged
by an inexpensive piece of machinery that can do a wide
variety of tasks. Noting that technologies such as 3-D print-
ing are maturing rapidly, it is reasonable to speculate on the
effect of an affordable “backyard” technology that can prac-
tically replace any vehicle part or household component. The

possibility that a general-purpose machine can recreate and
assemble all parts required for a duplicate of itself is a trivial
additional step, yet would represent a true, long-term decen-
tralization and a long-term decrease in user vulnerability to
technological systems. In such a decentralized manufacture
scenario, design information would become the most impor-
tant traded item. Current patent legislation was designed to
balance the reasonable right of an inventor to profit from
their invention, and the need for capabilities to be made
generally available and to form the basis for further devel-
opment: this balance would become even more significant in
such a case. For some technologies (communications satellite,
undersea fiber-optic cable) it is perhaps less likely that small-
scale, low-capital replacement technologies will arrive quickly,
and we might consider how capital for such capabilities could
be assembled without incurring problems of general access.

E. Toward More Robust Future

It has been proposed [46] that members of society ulti-
mately weigh the value against the total cost of societal
membership, and when the cost outweighs the value a possibil-
ity of disruption and collapse exist. This article has presented
analyses showing that technological systems have significant
exposure, which is correlated with the vulnerability of indi-
viduals who depend on those systems’ outputs. Technological
systems have certainly offered members of society significant
value, yet perceptions of vulnerability, concerns over privacy,
and related concerns contribute large costs.

The societal significance of this issue is high: human val-
ues of security, independence and autonomy must be retained
as science and technology advance and although the capabil-
ities offered by technological systems are huge, this article
shows that under present trends the individual vulnerability
“costs” are rising apiece and have potential to overwhelm
the capabilities. This article has focused on technological
aspects and while much technological development is certainly
needed, even larger sociological development is required to
address the corporate/structural drivers that generate increased
exposure/vulnerability. Nevertheless, both the issue- and trend-
clarification, and the technical feasibility of retaining capa-
bilities while reducing the individual vulnerabilities/costs, is
proposed to be useful. We might indeed ask where such
options could lead us? Such scenarios could occur in a Moon
or Mars colony, and have been explored by science fiction
authors such as Isaac Asimov. Specific technologies includ-
ing 3-D printing, 5-axis milling, sophisticated small-scale
chemical synthesis, lab-on-a-chip, and trust-free distributed
concepts, such as the blockchain, reduce contributions to tech-
nological exposure, and we propose that the application of
a theory of exposure has focused attention on the significance
of such technologies. Simple measures such as retention of
cash/bullion options for financial transactions also offer major
reductions in exposure and should be adopted for that rea-
son. The avoidance of practical unavailability is amenable
to regulatory enforcement of citizens’ access rights, privacy
rights, and such topical issues as “right to repair.” The analy-
sis of exposure has also allowed the identification of specific
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capabilities (power storage) that are yet to mature and has
clarified some societal and commercial barriers. The analysis
of weaknesses, and the corresponding highlight of technolog-
ical solutions presents a practical vision of a technologically
sophisticated society with significant technological exposure
only to environmental factors.
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